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Overview

• Origins of Risk Management

• Inside Admiral Tirpitz

• History of Standardization in Risks

• What is a Risk?

• Some helpful Standards?
• M.o.R. Management of Risk (UK Gvt)
• RAMP Risk Analysis and Management for Projects (CE)
• PRINCE2 PRojects IN Controlled Environments (UK)
• PMI Project Management Institute (US)
• IPMA Int. Project Mgmt Association ICB4 (EU, Pac Asia)
• COBIT 5 Enterprise Risk Management
• COSO Framework for Risk Management
• ONR 49000 Austrian-Suisse Alternative
• ISO 31000 Standard for Risk Management

• Checking any Risk Management System 

• Risk Management for „Adults“ 
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Risk Theory origins in the insurance industry

• In actuarial science and applied probability ruin theory
uses mathematical models to describe an insurer's 
vulnerability to insolvency/ruin. In such models key 
quantities of interest are the probability of ruin, 
distribution of surplus immediately prior to ruin and deficit 
at time of ruin.
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• The Cramér–Lundberg model was introduced in 1903 by 
the Swedish actuary Filip Lundberg.

• The model describes an insurance company who 
experiences two opposing cash flows: incoming cash 
premiums and outgoing claims. Premiums arrive a constant 
rate c > 0 from customers and claims arrive according to a 
Poisson process with intensity λ and are independent and 
identically distributed non-negative random variables with 
distribution F and mean μ (they form a compound Poisson 
process). 



…and in the military industry

• “A German fleet does not necessarily have to be strong enough 
to defeat the Royal Navy to push the UK towards a german-
friendly naval - and overall Policy. It is already enough to build 
a fleet strong enough to make its destruction by Britain a 
“Pyrrhic Victory”.
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Admiral von Tirpitz, 1906

• “Britain cannot afford to engage in a belligerent confrontation 
with another Naval Power if, despite the numerical and 
qualitative inferiority of its fleet, it was strong enough to be 
destroyed by The Royal Navy, for its part, to destroy large parts 
of it.”

• From 1900 onward, when the so-called Risikoflotte (“risk 
fleet”—i.e., a deterrent for potential attackers) was 
established under the second navy law, it became obvious that 
the navy was intended not only for actual defense but also as 
an alliance asset in time of peace. The emperor and Tirpitz 
hoped to be able, through mounting financial and military 
pressure, to force Britain to loosen its alliances. 



Inside Admiral Tirpitz…
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What am I trying to achieve?
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History of Standardization in Risk Management
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2018
• 4th Edition of the COSO 

ERM Framework 
Update

• 3rd Edition of ONR 
49000

• 2nd Edition of ISO 
31000

• 6th Edition of PMI

• 4th Edition of ICB

….

2009
The integration 
of AS/NZS 4360 
& ONR 49000 to 
a worldwide ISO 
standard
ISO 31 000

2005
Integration of 
Risk 
Management 
System  by
ONR 49000

2004
COSO formed in 
1985, 
Development of 
controlled based 
COSO 

COSO ERM

1999
1st standard in risk 
management

AS/NZS 4360
Risk Management



What is a Risk? 

Risk is an effect of uncertainty on objectives
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• NOTE 1 An effect is a deviation from the expected — positive and/or 
negative.

• NOTE 2 Objectives can have different aspects (such as financial, health 
and safety, and environmental goals) and can apply at different levels 
(such as strategic, organization-wide, project, product and process).

• NOTE 3 Risk is often characterized by reference to potential events and 
consequences, or a combination of these.

• NOTE 4 Risk is often expressed in terms of a combination of the 
consequences of an event (including changes in circumstances) and the 
associated likelihood of occurrence

• NOTE 5 Uncertainty is the state, even partial, of deficiency of 
information related to, understanding or knowledge of an event, its 
consequence, or likelihood.

Definition of ISO 31000



Management of Risk (UK Gvt)
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The M_o_R framework is based on four core concepts:

https://www.gov.uk/government/p
ublications/management-of-risk-in-
government-framework

• M_o_R Principles. These are essential for the development of good 
risk management practice. All are derived from corporate 
governance principles in the recognition that risk management is a 
subset of any organisation's internal controls.

• M_o_R Approach. These principles need to be adapted to suit each 
individual organisation. Accordingly, an organisation's approach to 
these principles need to be agreed and defined within a risk 
management policy, process guide and plans, and supported by the 
use of risk registers and issue logs.

• M_o_R Processes. These six process steps describe the inputs, 
outputs and activities involved in ensuring that risk are identified, 
assessed and controlled.

• Embedding and Reviewing M_o_R. Having put in place these 
principles, approaches and processes, for them to be effective, an 
organisation needs to ensure that they are consistently applied 
across the organisation and that their application undergoes 
continual improvement.

https://www.gov.uk/government/publications/management-of-risk-in-government-framework


RAMP-Risk Analysis and Management for Projects

• RAMP (Risk Analysis and Management for 
Projects) is a well-established framework for 
analyzing and managing the risks involved in 
projects, whether large or small. With an 
emphasis on the strategic and financial aspects, 
this practical working guide will assist planners, 
engineers, accountants, actuaries, lawyers, 
project managers, public administrators and 
anyone else who is involved with a project's 
success.
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https://www.ice.org.uk/knowledge-and-
resources/best-practice/risk-analysis-and-
management-for-projects

• Businesses increasingly need to manage their 
projects in a turbulent environment, where 
change is often unexpected and continuous. 
RAMP's systematic approach helps to ensure 
that risks are effectively identified, analysed
and controlled, and that newly emerging risks 
can be spotted while there is still time to do 
something about them.

https://www.ice.org.uk/knowledge-and-resources/best-practice/risk-analysis-and-management-for-projects


PRINCE2-PRojects IN Controlled Environments (UK)

• PRINCE2 (an acronym for PRojects IN Controlled
Environments) is a de facto process-based method 
for effective project management.  
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https://www.prince2.com/uk/what-is-prince2

• PRINCE was originally based on PROMPT, a project 
management method created by Simpact Systems 
Ltd in 1975, and adopted by CCTA in 1979 as the 
standard to be used for all Government 
information system projects. 

• When PRINCE was launched in 1989, it effectively 
superseded PROMPT within Government projects. 
PRINCE remains in the public domain and copyright 
is retained by the Crown. 

• PRINCE2 was published in 1996, having been 
contributed to by a consortium of some 150 
European organizations.

https://www.prince2.com/uk/what-is-prince2


PMI – Project Management Institute (US)

• In the 1960s project management as such began to 
be used in the US aerospace, construction and 
defense industries. 
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https://www.pmi.org/certifications/types/risk-
management-rmp

A Guide to the Project Management Body of 
Knowledge (PMBOK® Guide )— 6th Edition 
(PMI, 2017)

• The Project Management Institute was founded by 
Ned Engman (McDonnel Douglas Automation), 
James Snyder and Susan Gallagher (SmithKline & 
French Laboratories), Eric Jenett (Brown & Root) 
and J Gordon Davis (Georgia Institute of 
Technology) at the Georgia Institute of Technology 
in 1969 as a nonprofit organization 

• “Risk is an uncertain event or condition that, if it 
occurs, has a positive or negative effect on one or 
more project objectives.”

• This definition in “real life” is usually an event that 
has a potential negative effect, but the risk 
definition in PMI is wider: it includes positive
effects as well, called an “opportunity”.

https://www.pmi.org/certifications/types/risk-management-rmp


Individual Competence Baseline (ICB4)

IPMA Int. Project Mgmt Association (EU, Pac Asia)
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https://www.ipma.world/individuals/standard/

Individual Competence Baseline (ICB4) , 2016

https://www.ipma.world/individuals/standard/


COBIT 5 (Control Objectives for Information and Related Technology)

• As an independent, nonprofit, global association, 
ISACA engages in the development, adoption and 
use of globally accepted, industry-leading 
knowledge and practices for information systems.
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http://www.isaca.org/Knowledge-
Center/Academia/Pages/risk-
management.aspx

• Previously known as the Information Systems 
Audit and Control Association, ISACA now goes by 
its acronym only, to reflect the broad range of IT 
governance professionals it serves.

• ISACA got its start in 1967, when a small group of 
individuals with similar jobs sat down to discuss the 
need for a centralized source of information and 
guidance in the field. 

• In 1969, the group formalized, incorporating as the 
EDP Auditors Association. In 1976 the association 
formed an education foundation to undertake 
large-scale research efforts to expand the 
knowledge and value of the IT governance and 
control field. 

http://www.isaca.org/Knowledge-Center/Academia/Pages/risk-management.aspx
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COBIT 5



COSO II ERM Framework

• COSO was formed in 1985 to sponsor the 
National Commission on Fraudulent 
Financial Reporting (Treadway Commission)
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• The Treadway Commission was originally 
jointly sponsored and funded by five main 
professional accounting associations and 
institutes headquartered in the United 
States

• These five organizations formed what is 
now called the Committee of Sponsoring 
Organizations of the Treadway Commission. 
(COSO)



COSO II ERM Framework

COSO II - Enterprise Risk Management Integrated 
Framework (2004), defines essential components, 
suggests a common language, and provides direction 
and guidance for ERM.  
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https://www.coso.org/Pages/erm-
integratedframework.aspx

• Notably, ERM requires an entity to take a view of risk 
that examines the entire organization, from the 
enterprise level, to a division or subsidiary, to the 
level of a single business units processes.  

• As shown in Figure 1, ERM consists of eight 
interrelated components, which are integral to the 
way management runs the enterprise. The 
components are linked and serve as criteria for 
determining whether ERM is effective.

• Internal control is encompassed within, and is an 
integral part of, ERM. 

• ERM is broader than internal control, expanding and 
elaborating on internal control to form a more 
robust conceptualization focusing more fully on risk.

https://www.coso.org/Pages/erm-integratedframework.aspx


ONR 4900x:2014

By issuing the ONR series 4900x:2014 “Risk management 
for organizations and systems”, Austrian Standards 
publishes a body of rules supporting the implementation 
of the International Standard ISO 31000 
“Riskmanagement — Principles and guidelines”
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https://shop.austrian-
standards.at/action/de/public/details/514131/ONR_49000_2014_01_01

The standard consists of 6 parts:

• ONR 49000: Terms and Basics

• ONR 49001: Risk Management

• ONR 49002-1: Guidelines 

• ONR 49002-2: Guidelines 

• ONR 49002-3: Guidelines 

• ONR 49003: Qualification of a Risk Manager

https://shop.austrian-standards.at/action/de/public/details/514131/ONR_49000_2014_01_01


ONR 49000:2014
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ONR 49000:2014 
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ONR 49000:2014 
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ONR 49000:2014 
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ONR 49000:2014 
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ONR 49000:2014 
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ONR 49000:2014 
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ONR 49000:2014 
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ONR 49000:2014 
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ONR 49000:2014 
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ONR 49000:2014 
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ISO 3100x:2018
• ISO 31000:2018, Risk management – Guidelines, 

provides principles, framework and a process for 
managing risk. It can be used by any organization 
regardless of its size, activity or sector.
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• Using ISO 31000 can help organizations increase the 
likelihood of achieving objectives, improve the 
identification of opportunities and threats and 
effectively allocate and use resources for risk 
treatment.

• However, ISO 31000 cannot be used for certification 
purposes, but does provide guidance for internal or 
external audit programmes. 

• Organizations using it can compare their risk 
management practices with an internationally 
recognised benchmark, providing sound principles for 
effective management and corporate governance.



ISO 31000:2018
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ISO 31000:2018
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ISO 31000:2018
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ISO 31000:2018

Important attributes of Risk Management System (Plan-Do-Check-Act)

An emphasis is placed on continual improvement in risk management through the 
setting of organizational performance goals, measurement, review and the 
subsequent modification of processes, systems, resources, capability and skills.
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• This can be indicated by the existence of explicit performance goals against which 
the organization's and individual manager's performance is measured.

• The organization's performance can be published and communicated.

• Normally, there will be at least an annual review of performance and then a 
revision of processes, and the setting of revised performance objectives for the 
following period.

• This risk management performance assessment is an integral part of the overall 
organization's performance assessment and measurement system for departments 
and individuals.



Checking any Risk Management System 

• The Certification in Risk Management 
Assurance® (CRMA®) focuses on the key 
elements to unlocking internal audit’s full 
potential, and validates one’s ability to provide 
advice and assurance on risk management to 
audit committees and executive management.
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https://na.theiia.org/certification/cr
ma-certification/pages/crma-
certification.aspx

Earning the CRMA helps address the impact of 
risk and demonstrates you have the ability to:

• Provide assurance on core business processes 
in risk management
and governance.

• Educate management and the audit committee 
on risk and risk management concepts.

• Offer quality assurance and control self-
assessment.

• Focus on strategic organizational risks.

https://na.theiia.org/certification/crma-certification/pages/crma-certification.aspx


Risk Management for „Adults“

• What am I trying to achieve?
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Identification of risks

Setting of objectives

Analysis of risks

Assessment of risks

Action Management

Risk Response

Risk Reporting

Risk Review

• What is affecting my objectives?

• Which causes and effects exist?

• Which are the big ones?

• What can I do about it?

• What are the costs of the implementation vs the 

benefit of the risk reduction?

• What has changed?

• Who is the target group of my risk report?



Risk and oppurtunities…
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…are both sides of the coin…

: Bachgasse 4, 
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: +43-2231-61813
: +43-2231-61813
: +43 699 102 408 25
: franz.fischer@fischer-consult.at
: https://fischer-consult.at/
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